Internet and E-mail Usage Policy

Purpose

E-mail (electronic mail) and the Internet are important tools for communicating.  The following policy/guideline is provided to clarify their appropriate use. 

Policy

Appropriate Use of E-mail

E-mail should be used primarily for the conduct of company business

· The E-mail system is company property and should be used primarily for the conduct of company business. Like the phone, fax, and other office equipment, e-mail can play an integral part in helping employees complete management-assigned business objectives. Short, personal messages are permitted on an occasional basis.  Excessive personal messages are potentially disruptive, distracting, and can slow down the overall response time of the e-mail network.  

E-mail must be used prudently

· Just as in other communications, material that may be considered offensive, in violation of company policy or is classified as illegal must not be delivered via e-mail. 

· The ability to send a single message to multiple recipients requires an extra degree of discretion on behalf of the sender.  Sending personal messages to multiple employees magnifies the amount of lost production time to the recipients and is a potential misuse of company time.  Existing policies regarding the misuse of company time and equipment apply to personal e-mail use.

Monitoring of e-mail

· An electronic trail is left from all e-mail transmissions, even after the message is deleted. These records are subject to the same guidelines as traditional communication methods and could be the subject of review by company representatives or authorities at a later date.  E-mail archives can be searched rather simply via specialized search engines.  E-mail use will not be indiscriminately monitored, however, the company reserves the right to review electronic messages at its discretion.

Internet and Computing Guidelines for the Web

· Government classified information may not be placed on any computing system that is connected to the Internal Web (or any other unclassified computing system) without prior agreement from Security. 

· Access to the internal web site by non-company personnel must be limited.  In particular, releasing proprietary information to foreign nationals may violate export laws. 

· Individuals (web authors) or groups who publish home pages on the web will be responsible for information placed on their home page.  The program or functional manager must pre-approve the release of information onto an internal web page sponsored by members of their organization.

· The company reserves the right to review employee Internet usage at its discretion.

Web-User Responsibilities
· Software (including freeware and shareware) may be downloaded only if it has been approved by the IT department.  All downloaded software must be scanned for viruses prior to use on a company computer. 

· Before saving copyrighted materials (e.g. text, graphics, audio, video files) on a company computer, obtain permission from the copyright owner.

· Before posting company information on the Internet, ensure it is releasable. 

· Use of the company network and your web browser for occasional personal use is permitted for workstations directly connected to the internal network. However, usage must fall within applicable policy guidelines such as:

· The use is of reasonable duration and frequency

· The use is not related to any illegal activity or the conduct of an outside business

· The use would not cause embarrassment to the company

· The use would not contain obscene, profane, or otherwise offensive language or material

· Inform the Information Technology Department of any computer "virus" or other perceived threat to company computer systems.  They will in turn, alert users as appropriate. 

Web Author Responsibilities

· Ensure sensitive information published on the internal web site is protected by adequate security measures.

· Requirements for use of group accounts

1) Maintain a list of individuals having group accounts/passwords at a central source.

2) Change passwords are at least every 90 days.

· Ensure that the content of hotlinks to external web pages is in accordance with company policies.

· Do not provide direct links to downloadable software from the external web.

· Ensure permission (from copyright owner) before including copyrights materials such as text, graphics, audio, video, and Java applets, on a web page.

· Scan all applications that have auto-exec macros (e.g. Word, Excel) for viruses before providing copies for downloading. 

System Administrator Responsibilities
· Ensure compliance with the Computing Security Implementation Manual for the appropriate platform (e.g. UNIX, NT).

· Restrict access to directories used for web page files and ensure confidentiality of individual accounts and passwords for web authors.

· Be aware of and apply recommended current patches for, security vulnerabilities associated with server software and CGI scripts. Review CGI scripts for security holes prior to use.

Failure to comply with this policy may result in disciplinary action ranging from verbal warning up to and including discharge from employment.

